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Entra OpenlID (formerly Azure) Tenant configuration for SSO

How to set up Entra OpenID Tenant configuration for SSO

Please note before you start, you don’t need to create any Azure
Enterprise apps of your own as you will be using our enterprise
application.

1. Click on the Single Sign On tab in CSI

Demohr| Admin

Users Settings | Single sign-on | Branding configuration

2. If your Tenant ID has been added for you, you just need to add your
Domain. Click on the ... button and move to step 5

Entra OpenlD configuration Add tenant
lalallaa-2bb2-4333-844c-55555d5d5f55 E
3. To add a new tenant, under Entra openID tenant configuration click Add
tenant
Entra OpenlD configuration

Tenant ID Enabled on Updated on Domains Actions

4. A Tenant ID is a unique identifier that tells a service or application which
organisation's identity system to use for Single Sign-On (SSO). Locate and enter
the Tenant ID from your Entra (Azure) portal.

T

Add tenant ®

Tenant ID (required)

lalallaa-2bb2-4333-944c-55555d5d5f55

Allowed domains (required)

b + Add N

L] I
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Entra OpenlID (formerly Azure) Tenant configuration for SSO

5. Next, add the recognised domains associated with the tenant for SSO. Ciphr
recognises which tenant to redirect a user to by that user’s email address. Enter
any email domains that should be associated with this tenant.

6. Click +Add

R R ™

Add tenant ®

Tenant ID (required)

lalallaa-2bb2-4333-944c-55555d5d5f55

Allowed domains (required)

ciphr.com + Add

1 I

7. If users need to authenticate with different email domains within this
tenant, repeat the last two steps. To remove a domain, click the x
button next to the domain you wish to delete

[ P p T

Add tenant ®

Tenant ID (required)

lalallaa-2bb2-4333-944c-55555d5d5f55

Allowed domains (required)

+ Add

I| ciphr.com x ‘ | ciphr2.com * |I

8. C(Click Submit

Entra OpenlD configuration Add tenant

Tenant ID Enabled on Updated on Domains Actions
lalallaa-2bb2-4333-944c-55555d5d5155 17/Jan/2025 17/Jan/2025 ciphr.com,ciphr2.com

(©] iTenant has been updated successfully
1-1of1results 50 v results per page
-—

Once activated, users logging in with an email from a previously configured domain will
no longer be able to access the system using a username and password. To ensure the
setup works correctly, it's good practice to have someone else test it (see next
section). This allows the person who configured it to disable or modify the settings if
necessary.
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Entra OpenlID (formerly Azure) Tenant configuration for SSO

Authorise/Accept App — for IT users only

Depending on your IT configuration for Azure there are two routes to authorise the
app. Follow the relevant option below related to which pop-up image is displayed
upon initial login:

Option 1 (default permission settings) Option 2 (enhanced consent permissions)

Ty
Microsoft
- B2 Microsoft

demo@demo.com
demo@demo.com

Permissions requested .
Approval required

Ciphr

unverified
This application is not published by Microsoft or This app requires your admin's approval to:
your organisation.

\/ Sign in and read user profile
This app would like to:

v/ Sign you in and read your profile Enter justification for requesting this app

Accepting these permissions means that you allow this app to use
your data as specified in their terms of service and privacy Sign in with another account
tat L The publisher has not provided links to their terms
for you to review. You can change these permissions at
https//myapps.microsoft.com. Show details Does this app look suspicious? Report it here

Does this app look suspicious? Report it here

e N

Cancel

Option 1 (default Azure permission settings)

To authorise the app and prevent all users receiving a permission message follow the
steps below:

1. One user on the relevant domain should log into the app and accept the
app as per the image below:

B® Microsoft
demo@demo.com

Permissions requested
Ciphr

nverified

This lication is not published by Microsoft or

PP

your organisation.

This app would like to:

v/ Sign you in and read your profile

Accepting these permissions means that you allow this app to use
your data as specified in their terms of service and privacy

tat L. The publisher has not provided links to their terms
for you to review. You can change these permissions at
https.//myapps.microsoft.com. Show details

Does this app look suspicious? Report it here

s
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Entra OpenlID (formerly Azure) Tenant configuration for SSO

2. Once one person has logged in, your IT Team may now (as an Azure
Admin) authorise all users, so that they do not get this prompt.

This step is vital otherwise all users will receive the above
prompt

3. To accept this permission request for all users, an Admin user can
manage the app's consent settings within Azure Active Directory (AAD)
following the steps below:

a. Go to the Azure portal and sign in with an account that has the

necessary admin rights in your organisation's Azure AD

In the left pane, select Azure Active Directory

Under the Manage section, click on Enterprise applications

d. Search for the application (‘Ciphr’ in this case) in the list of enterprise
applications
Select the app, and in the app's pane, go to the "Permissions" section

f. Click on Grant admin consent for [Organisation] to approve the
permissions for everyone

o

Home > Enterprise applications > Enterprise applications | All applications > Ciphr

o Ciphr | Permissions
B88 Eterprise Application

' Review permissions () Refresh 27 Got feedback?

B Overview

Permissions
m Deplayment Plan Below is the list of permissions that have been granted for your organization. As an adn
v 2
X Diagnose and solve problems Learn more B3
> Manage You can review, revoke, and restore permissions.
Learn more [2
~ Security
& Conditional Access Grant admin consent for S S S

54 Permissions
Admin consent User consent

@ Token encryption

> Activity £ Search permissions

> Troubleshooting + Support
9 PP APl name

No admin consented permissions found for the application

After you've granted the consent, all users in the organisation should automatically be
able to accept the app's permissions without the prompt.

By following these steps, you'll have successfully configured your application for SSO
with Entra OpenID using Microsoft accounts.
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Option 2 (enhanced consent permissions - dedicated admin reviewers)

To authorise the app and prevent all users receiving a permission message follow the
steps below:

1. One user on the relevant domain should log into the app to request
approval for the app, as per the image below:

B2 Microsoft
demo@demo.com

Approval required

unverified

This app requires your admin's approval to:

\/ Sign in and read user profile / EXa m ple JUStlﬁcatlon teXt
Ciphr Sign In Request

Sign in with another account

Does this app look suspicious? Report it here

Cancel Request approval

The following pop-up will then display and the request will be sent to your Azure
admin consent reviewer(s).

B2 Microsoft

demo@demo.com

Request sent

ciphrhcm.com

Your admin has been notified of your request to
access this app. Once your admin reviews the
request you will be notified via email.

Back to app

Note: ciphrhcm is the source Azure tenant, not who the request is sent to.

Example email

Please review the admin consent request for If you don't receive the email request and wish
cphrby Friday, & luly 2028 to check where it's been sent, then see the
How to check Azure Admin reviewers
section.
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2. Once the request has been sent, your IT Team may now (as an Azure
Admin) go to the Admin consent requests to authorise the application.

This step is vital otherwise all users will receive the above prompt

3. To accept this permission request for all users, an Admin user can manage
the app's consent settings within Azure Active Directory (AAD) following the
steps below:

a. Go to the Azure portal and sign in with an account that has the
necessary admin rights in your organisation's Azure AD

In the left pane, select Azure Active Directory

Under the Manage section, click on Enterprise applications

d. Go to Admin consent requests > All (preview) tab

(]

Enterprise applications » Enterprise apslicatiens

@ Enterprise applications | Admin consent requests

Created Date Last Updated Date

e. Click on the Ciphr app > Review permissions and consent

Details X

[\/ Review permissions andccnser\t] ) X D i r pplication () Refresh

App details Requested by Help

Application name Reply URL How to enable access

Ciphr This application requires an
administrator to consent. Select

Homepage URL Review permissions and consent
to see what permissions are
being requested and grant admin
consent.

After you've granted the consent, all users in the organisation should automatically be
able to accept the app's permissions without the prompt.

By following these steps, you'll have successfully configured your application for SSO
with Entra OpenID using Microsoft accounts.
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Entra OpenlID (formerly Azure) Tenant configuration for SSO

How to check Azure Admin consent reviewers who will receive the
approval email

If you have the following configuration settings then designated reviewers will
receive the approval request email.

Home > | Enterprise applications > Enterprise applications | Consent and permissions >

2 Consent and permissions | User consent settings

LI = X A&7 Got feedback?

v Manage
Control when end users and group owners are allowed to grant consent to applications, and when they will be required to request
% User consent settings administrator review and approval. Allowing users to grant apps access to data helps them acquire useful applications and be productive, but
can represent a risk in some situations if it's not monitored and controlled carefully.

[ 4% Admin consent settings ]

User cansent for applications

[ : i 5
sis Permission classifications Configure whether users are allowed to consent for applications to access your organization's data. Learn more

' Do not allow user consent
An administrator will be required for all apps.

lf) Allow user consent for apps from verified publishers, for selected permissions (Recommended)
All users can consent for permissions classified as "low impact”, for apps from verified publishers or apps registered in this organization.

O Allow user consent for apps
All users can consent for any app to access the organization's data.

@ When user consent for applications is disabled, users may still be able to connect their work or school accounts with Linkedin. You can
manage LinkedIn account connects in User Settings.

A\ Group owner consent settings have been remaved and replaced with Team owner consent settings. Learn more

To check the reviewers, click Admin consent settings

Home Enterprise applications > Enterprise applications | Consent and Consent and py

Fo3 Consent and permissions | Admin consent settings

~ Manage
Admin consent requests
& User consent settings 9

Users can request admin consent to apps they are unable to consent to ©
4 Admin consent settings —

24 Permission classifications
Who can review admin consent requests

Reviewer type Reviewers
Users 3 users selected
Groups (Preview) + Add groups
Roles (Preview) + Add roles

Selected users will receive email notifications for requests @

No
Selected users will receive request expiration reminders ()
No

Consent request expires after (days)

30

Click on the Reviewers to see who will receive the email.
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Entra OpenlID (formerly Azure) Tenant configuration for SSO

o iy isapesin G il Select admin consent request reviewers
Consent and permissions | Admin consent settings

Please review the admin consent request for
Ciphr by Friday, 4 July 2025

received an admin cansent reque:

equest by Friday, 4 July 2025, T

Review request >

Requester:
Email Address:

Reque: rganisation:
Requested app:
Requester's justification:
Reguest date:

Expiry date;
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